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This Executive Business Brief was developed from a survey conducted by Amplitude 

Research in January 2008 about email communications between school district 

superintendents, administrators, teachers and parents. 

The study consists of three different groups of survey participants: parents of school age 

children in grades K-12; K-12 teachers; and K-12 school superintendents and executives.   

The survey included opinions from parents of public school students (91%), private 

school students (13%), and charter school students (4%).  Teacher opinions included 

both public school (80%) and private school (20%) teachers.  Superintendent/executive 

opinions included executive directors, business or financial managers, and other school 

executives at the district level.   

 62% of parents indicate that they use email as a mode of communication with 
teachers, while 31% use email when communicating with K-12 school officials.   

 Teachers confirmed high use of email as a mode of communication with parents 
(76%) and very high use with school officials (82%). 

 When asked about use of personal email accounts, 18% of teachers who have 
communicated via email indicate they have used a personal account instead of a 
school account when communicating with parents. 

 

 

 

 

 

 

 

 

  

Free Copy of the Survey Results -  
K-12 School Superintendents and Executives 
Commissioned study conducted by Amplitude 
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1. You can be sued for any inappropriate conduct or 

behavior by your faculty and staff. 

Sexual harassment, campus fights, online affairs, disagreements with 

parents, contract breaches, faculty ethnic profiling, grading 

discrimination, and debatable course assignments are just a few of the 

questionable acts occurring in school organizations that can cause legal 

problems and summon you to court.  The increased usage of email and 

electronic correspondence are exposing more of these violations and 

serving as valuable pieces of evidence in lawsuits and investigations. 

With working parents having difficulties scheduling face to face 

meetings, more and more communications are being sent via email. 

With mobile devices such as Blackberries and smart phones, emails can 

be sent or responded to at any time day or night. 

Over 60% of parents questioned in a recent survey would hire an 

attorney and take legal action with a teacher or school board official in 

the event of a disagreement.   

Although a legal issue will initially hold the primary offender responsible 

for the violation, you as the superintendent can also be sued.   

How can that be? As a Superintendent, you are responsible for being 

aware of inappropriate situations and questionable faculty conduct.  

Having the authority to correct improper behavior and prevent uprising 

conflicts are part of your duties and one of the reasons why 

Superintendents are increasingly being targeted and forced to endure 

the repercussions of faculty misbehavior.  

 

¶ A School District official was found liable for damages in a teacher-student 

harassment case because of negligence in hiring.  Such a decision 

ŘŜƳƻƴǎǘǊŀǘŜǎ ǘƘŜ ǿƛŘŜƴƛƴƎ ōǊŜŀŘǘƘ ƻŦ ǊŜǎǇƻƴǎƛōƛƭƛǘȅ ƻŦ ŘƛǎǘǊƛŎǘ ƻŦŦƛŎƛŀƭΩǎ 

responsibility with regard to civil rights.  

¶ In Austin, legal action was taken against a district official due to the fact 

that teachers made no attempt to protect a female student after she 

contacted teachers with concerns about threats from her boyfriend.  The 

fatal outcome placed blame on school officials for negligence and led to a 

$23 million lawsuit and dismissal of several members of the faculty. 

60% 
of parents surveyed 

would hire an attorney 

and take legal action 

with a teacher or 

school board official 

in the event of a 

disagreement.  
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¶ An ex-student sought a $50 million claim against a Superintendent for 

careless hiring of a teacher that sexually abused her.  The accusation was 

based upon the emotional and psychological damages that she was forced 

to overcome during the 20 years following her schooling.  

 

Monitoring communications and faculty behavior is a primary duty of 

being a top official.  The actions and remarks made by and between 

school officials, parents and teachers is your business.  You, your 

organization, and your reputation will all be affected with extensive 

legal fines and threats to your district’s professionalism and credibility. 

With electronic correspondence being used as critical evidence in 

litigation, it is even more vital to be proactive in ensuring your staff is 

professional and that you maintain records that can be easily searched 

and used in defense of any legal action. 

 

 

 

 

Suggested tools: 

MailMeter Archive collects all emails sent or received by everyone in your 

organization. It offers a Compliance Review option to monitor acceptable usage 

– giving you insight into inappropriate behavior (jokes, ethnic slurs, 

discrimination, harassment, etc.), and dangerous words (gun, bomb, bullet, kill, 

etc.). The Insight reporting option gives drill in reports for HR or administrators 

to oversee all email activities. 

 

  

How to Protect Yourself: 
 

- Develop a written policy that 

targets and articulates 

proper guidelines for faculty 

behavior and 

communication.  

- Set up discipline reporting 

policies to safeguard your 

school from extensive 

liability.  

- Educate faculty and staff on 

changes and expectations on 

ethical behavior and district 

regulations.  

- Enforce compliance with 

district policy rules by 

measuring and reporting on 

faculty performance and 

behavior and taking action 

to prevent problems from 

developing. 
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2. Parents can request and be granted any document 

that contains information regarding their child for a 

legal matter and you can be held liable for the 

content. 

Who owns the rights and property of email and attachments sent over a 

school systemΩs network?  

Email gives parents and community members a direct line to teachers 

and administrators and it also gives them permission to request any 

information sent over the district’s network that relates to their 

children. 

Regardless of the degree in which you are directly involved in a conflict, 

as a Superintendent, you are identified and held responsible for official 

records of pupils maintained in the district office.  The No Child Left 

Behind act enforces an open records policy that permits parents to 

seek information disclosed in documents concerning their child and 

the qualifications of their school teachers. 

Parents also have a right to know the background of the officials in 

charge of the educational development of their child including their 

experience, certification and history.  If details of a teacher’s lack of 

proper certification or history of harassment are revealed, you can be 

targeted for negligent hiring. 

¶ Three female students sought a $9 million lawsuit against a former 
Superintendent for negligent hiring of a teacher that sexually abused them.  
Records dating back several decades alluded to improper conduct and 
contact by the teacher with students.  This information only emphasized 
support in favor of the accusation of the ǾƛŎǘƛƳΩǎ parents against the 
administrator for violating the constitutional rights of the girls, failing to 
take action to prevent the molestation, negligent hiring and engaging in 
cover-up tactics that empowered the teacher to misbehave. 

 

In addition to academic records, the Freedom of Information and Privacy 

Protection Act also allows for email correspondence to be accessible to 

parents.  Lawsuits and investigations allow conversation over email to be 

accessed by members of the public.  What can be revealed through those 

requested email records can exonerate you or prove guilt. 

Regardless of the 

degree in which you 

are directly involved in 

a conflict, as a 

Superintendent, you 

are identified and 

held responsible for 

official records of 

pupils maintained in 

the district office. 

 

 

 

 

 

The Freedom of 

Information and 

Privacy Protection Act 

also allows for email 

correspondence to be 

accessible to parents. 



 
For Superintendents of K-12 Educational Institutions 

EXECUTIVE BUSINESS BRIEF   

 

4 

Using email effectively is the best way to ensure that you have pertinent 

and relevant documentation for any actions taken by yourself or your staff. 

Protecting yourself by maintaining email records in an email archiving 

solution is very cost effective.  

¶ For example, if a claim is made by a parent for inaction on a request, you 
can retrieve all emails sent and received by school officials that document 
the timeliness of your responses and the seriousness of your messages. 

¶ Keeping backup tapes for your email server is not an effective archive for 
legal discovery. Without an email archiving solution that provides for 
investigative searching, you will spend more money on legal fees doing 
research on evidence than it would cost to buy a vendor solution. 

 

Overlooking warning signs of suspicious acts of behavior that can be caught 

and stopped through careful control is not just risky, it’s poor management.  

When school authority is in a position that enables them to prevent or 

interfere in a surmounting disagreement or threatening situation yet they 

fail to do so because of deliberate indifference, liability will be placed 

directly on you.  

Instructors and administrators have a duty to students to prevent 

foreseeable injury by providing appropriate administering and supervision. 

Even parental releases, waivers, or permission slips do not relieve teachers 

or school officials of liability if they fall short of fulfilling their duties in an 

appropriate manner.  

 

 

 

 

Suggested tools: 

MailMeter Investigate gives your IT and legal staff powerful searching into 

email records. In minutes you can zero in on the specific emails and respond to 

inquiries and if needed produce evidence in electronic format. 

 

  

How to Protect Yourself  
and Your School: 

 

- Re-evaluate and enforce 

stricter policies on protocol 

and guidelines for 

acceptable behavior. 

- Document your background 

checks on faculty and staff 

to avoid greater claims of 

negligent hiring. 

- Educate faculty and staff on 

School and State Policies. 

Make sure staff is aware and 

fully understands the risks 

and ramifications of email 

conduct. 

- Create and distribute a 

newsletter informing the 

community on their rights 

regarding involvement with 

an educational institution. 

- Re-emphasize the concept 

of free flow of information 

with parents and the 

community by educating 

them on their rights to 

request information and 

stay involved in the 

educational process of their 

child.  

- Have measures in place so 

that you are prepared to 

comply in situations where 

information is requested. 
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3. Prematurely deleting emails will get you fired. 

Messages being voluntarily or involuntarily deleted and not documented put 

you in a vulnerable state, risking costly investigation and the repercussions 

of noncompliance.  

Now that emails in electronic form are always requested as evidence in legal 

cases, they are required to be available for search and quick retrieval.  

Judges don’t look fondly on defendants unable to recover requested 

records. 

50% of teachers reported they did not know whether or not their school 

had a solution for archiving and managing email and over 50% did not know 

whether there was even a legal obligation to do so.  The rule has always 

been that you cannot get rid of evidence and now that electronic 

documents are sought after evidence in court, deletions risk heavy fines and 

sanctions.   

E-discovery regulations have opened a new chapter for compliance 

expectations.  Failure to be able to retrieve important documents has led 

school districts to pay thousands of dollars in settling false claims; not to 

mention, schools can lose accreditation and funding if they are found to be 

noncompliant with certain federal, state and local regulations. 

¶ A faculty member actively deleting email in an attempt to conceal 
unacceptable sexual remarks with a student only exacerbated litigation 
claims and fees not to mention poorly prepared the schools legal team to 
prepare an acceptable defense.  The schools failure to retrieve the same 
documents the student introduced as evidence in court was a turning 
point in the case and severely destroyed the credibility and integrity of the 
school and its operation. 

¶ An attorney filed a lawsuit against the Unified School District trustee 
alleging that he violated law by deleting emails sent to his personal 
account pertaining to district matters. 

 

Every time you send or receive an email, there is always one other copy of 

that conversation out on record.  A simple deletion or mail box cleaning 

never eliminates the other party’s copy. You risk the accusation of 

destroying material evidence for E-Discovery or Freedom of Information 

requests for specific documents. 

50% 

of teachers surveyed 

did not know whether 

there was a legal 

obligation to save and 

archive email for legal 

purposes. 

 

 

 

 

 

Did you know that as 

soon as you are 

“noticed” about a 

potential legal action, 

you must take actions 

to prevent any 

evidence from being 

destroyed? This 

means no emails 

related to the potential 

action can be deleted. 
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Employees should to be aware of the dangers associated with deliberately 

deleting emails or attempting to cover up a known infraction.  However, 

without a formal archiving solution, you are exposed to technically savvy 

employees that can delete or modify messages before they are backed up. 

{ƳŀǊǘ ŜƳǇƭƻȅŜŜǎ Ŏŀƴ άǎǇƻƻŦέ ƳŜǎǎŀƎŜǎ ǘƻ ŎǊŜŀǘŜ ŀƴȅ ŦŀƭǎŜ ŀŎŎǳǎŀǘƛƻƴΦ 

Educational institutions are responsible for the recording and management 

of all forms of digital media and communication that is shared using an 

institution’s resources.  

The Federal Rules of Civil Procedure recognize electronic records as a formal 

category of documents that are subject to discovery during litigation and 

must be retrievable in a reasonable amount of time thereby making the 

need for archiving all electronic forms of communication imperative.   

With the changes to the Federal Rules for Civil Procedure (FRCP), the new 

rules mandate that the parties to a lawsuit prepare for a scheduling 

conference to address plans for Electronic Discovery and document 

production after the filing of a lawsuit. It must be completed within 99 days. 

You need to have an effective system to give your legal team the lowest 

cost path to investigating claims. 

Failure to produce records requested during any lawsuit or investigation will 

put your district in violation of state and federal regulations and your job in 

jeopardy. 

 

 

 

Suggested tools: 

MailMeter Archive collects all emails sent or received by everyone in your 

organization. MailMeter Investigate gives your IT and legal staff powerful 

searching into email records. In minutes you can zero in on the specific emails 

and respond to inquiries and if needed produce evidence in electronic format. 

  

How to Protect Yourself  
and Your School: 

 

- Inform faculty and staff that 

email can be used as 

evidence in legal disputes. 

- Determine an archiving 

solution that records and 

manages electronic 

communications so that 

when challenges and 

allegations are made, you 

demonstrate 

professionalism and 

orderliness on behalf of your 

district. 

- Developing an approved 

policy will include 

determining the length of 

time necessary to keep 

generated email messages 

and electronic documents 

archived which records 

retention schedule varies 

according to which state you 

reside. 

- Enforcing this policy will 

serve to protect your district 

from being accused of any 

informal destroying of 

documents. 
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4. You are unaware of the type of correspondence 

taking place between teachers, other faculty and 

parents in the community. 

Email messages include more than updates and schedules.   

Teachers are actively addressing sensitive topics confronting issues on 

school policy, social issues, schedules, student behavior, tardiness and 

coursework.  In addition to academic matters, more inappropriate 

relationships and involvement are also capable of initiating and occurring 

between faculty and the community.  Parent-teacher affairs, racial abuse, 

favoritism in grading, bribery, and criminal acts are just some of the outside 

behaviors and correspondence that have been known to cause 

complications for educators and the community.  

The education environment must be protected from inappropriate activity 

such as jokes, ethnic slurs or comments, discrimination of any type, and 

harassment. But how can you take action when you have no idea what is 

being sent or received through the email system? 

Forwards, attachments and pictures are all part of emailing, making it fairly 

easy for faculty to be sending out private documents to outside sources or 

enabling teachers to participate in forwarding offensive email chains.   

Regardless if the information exchanged is illegal or simply out of place, 

being unaware of correspondence and failing to document and keep records 

can expose you to false allegations.  

¶ In Ohio, litigation commenced against a school official for sexual imposition 
and unauthorized use of public property after school computers revealed 
400 photos depicting him kissing the feet of a few male students after 
losing a volleyball bet.   

¶ A $825,000 settlement for the parents of a female student that claimed 
their daughter was exploited and sexually assaulted by a teacher who 
abused his position of trust also alleged the Academy failed to investigate 
the teacher's alleged sexual exploits even after a complaint was made by a 
contractor at the school who allegedly saw the girl and the teacher 
together in the basement. 

¶ A Florida school district recently agreed to $550,000 settlement in an 
employment lawsuit that accused top officials of secretly agreeing to 
shorten a contract of a top official.  Evidence of off hour phone calls and 

Being unaware of 

correspondence and 

failing to document 

and keep records can 

expose you to false 

allegations.  

 

 

 

 

30% of teachers are 

failing to save email 

messages with school 

officials and over 25% 

are failing to save 

email messages with 

parents. 
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emails conversations were retrieved, the court ruled in favor of the 
dismissed employee. 

 

Knowing what is being said and sent between faculty and parents by 

monitoring and archiving email communications is critical for your business 

management.   

With nearly one-third of parents actively use email to communicate with 

school officials, email is growing as a resource for communication between 

the community and faculty.  

But 30% of teachers are failing to save email messages with school officials 

and over 25% are failing to save email messages with parents.  The faculty 

and administrators are each sending and receiving thousands of emails each 

year. That potential incriminating and exonerating evidence for defense is 

slipping through your fingers and costing you money.   

Without sufficient archiving, powerful tools, resources, evidence and 

measures are being removed without your knowledge.  Email content 

management through archiving provides proactive measuring of curriculum 

updates and staff agendas, first hand understanding of faculty issues, an 

overall impression of how your institution is being represented to parents, 

other districts, and members in the community and most importantly 

protection and compliance. 

 

 

Suggested tools: 

MailMeter Archive collects all emails sent or received by everyone in your 

organization. It offers a Compliance Review option to monitor acceptable usage 

– giving you insight into inappropriate behavior (jokes, ethnic slurs, 

discrimination, harassment, etc.), and dangerous words (gun, bomb, bullet, kill, 

etc.). The Insight reporting option gives drill in reports for HR or administrators 

to oversee all email activities. 

  

How to Protect Yourself  
and Your School: 

 

- Take control of the 

significant business 

knowledge spread across 

your network.  

- Re-emphasize 

communication policy and 

standards to your faculty 

and staff on the appropriate 

methods of communication 

and account usage. 

- Archive and review 

correspondence over the 

network to remain in 

compliance and sufficiently 

monitor. 

- Prevent email abuse and 

conflicts from developing by 

clearing up any type of 

miscommunication and re-

educating users for 

improved employee 

performance. 
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5. Unknown bullying is taking place on your campus 

and you are personally liable. 

The influence of electronic technology exposes you to new dangers of faculty 

misbehavior but it also can serve as a valuable measuring tool in monitoring 

student discord and being forewarned of emergent threats, fights and 

conflicts by students.   

School bullying is one of the highest growing problems and one of the most 

repeatedly addressed topics in correspondence initiated by parents.  

Recognizing what is occurring amongst your students is as essential to 

monitoring faculty behavior.  Your involvement, attitude and influence in 

regards to bullying matters have a direct impact on the likelihood of harmful 

events occurring.   

Over half of student’s parents reported most frequently contacting school 

officials regarding campus bullying.   

With over 30% of parents participating in regular emailing, the number of 

questions and warnings of student conflicts is relatively high along with 

the likelihood that you will be held responsible if abusive acts progress. 

Illegal harassment involves a recognized intent to harm that is unwelcome, 

persistent and pervasive.  More claims are filed and won against districts 

every year when bullying is presented as a harassment or discrimination 

case.  Permitting student arguments and conflicts to continue or remaining 

in the dark about campus bullying can be catastrophic.  If a student consults 

a counselor about ongoing bullying or a parent sends an email requesting 

separation of her child and a particular student and no action is taken, legal 

proceedings are likely to follow.  

Parents and students are gradually widening their allegations to claim more 

charges of harassment.  In order to increase the odds in their favor in legal 

matters, trends in citing deprivation of civil rights, discrimination, privacy 

violations and infringements of personal speech rights are becoming 

commonplace for on-campus and off-campus actions.   

 

¶ A lawsuit recently settled in Connecticut alleged the school district failed to 
act to prevent bullying of a student over the course of four years.  The 

53% 
of parents surveyed 

said that school 

bullying is one of the 

highest growing 

problems and one of 

the most repeatedly 

addressed topics in 

correspondence 

initiated by parents.  
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mother of the student who was taunted, teased, and bullied accused 
school officials of several counts of negligent and intentional infliction of 
emotional distress.  In addition to the monetary fines, damages to the 
school reputation and revisions to current policies, the Superintendent was 
also forced to publicly apologize for poor and unsatisfactory supervision of 
her schoolΩs activities. 

¶ $440,000 was awarded to a boy who filed a suit against his former school 
district after being harassed for four years over his sexual orientation.  
Although the claim was made for incidences of the past, the federal court 
still settled in his favor and charged the district for student misconduct and 
lack of adequate authority involvement. 

¶ Parents of a high school student sued the Board of Education and its 
members individually in their official capacities ŦƻǊ ǘƘŜ ƘƛƎƘ ǎŎƘƻƻƭΩǎ 
failure to intervene to stop the harassment and bullying suffered by their 
son.  The parents of the boy alleged that the school was aware that peers 
were teasing and tormenting him on a daily basis because of his stature 
but took no action ǎƻ ǿŀǎ ǘƘŜǊŜŦƻǊŜ ƭƛŀōƭŜ ŦƻǊ ǘƘŜƛǊ ǎƻƴΩǎ Ǿƛƻƭŀǘƛƻƴ ƻŦ ǊƛƎƘǘǎΦ 

¶  

 

 

 

 

Suggested tools: 

MailMeter Archive collects all emails sent or received by everyone in your 

organization. It offers a Compliance Review option to monitor acceptable usage 

– giving you insight into inappropriate behavior (jokes, ethnic slurs, 

discrimination, harassment, etc.), and dangerous words (gun, bomb, bullet, kill, 

etc.). The Insight reporting option gives drill in reports for HR or administrators 

to oversee all email activities. 

  

How to Protect Yourself  
and Your School: 

 

- Understand what makes 

student misconduct legally 

actionable against you under 

state and federal law so you 

can minimize the risk of 

harm to students and 

ultimately the liability to the 

school district.  

- Take a proactive, legally 

sound stance on 

harassment, bullying and 

violence in your schools. 

- Create an action plan that 

addresses the proper 

response and manner in 

which to handle any 

developing conflict. 

- Use administrative authority 

to enforce student code of 

conduct and policies so that 

proactive and preventive 

measures can be taken to 

ensure the safety and 

organization of campus 

activities and student 

behavior.  
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6. Teachers, faculty, and coaches are using personal 

email accounts to communicate with students and 

you have no record of the correspondence. 

Teachers are increasingly using email to communicate with parents, other 

teachers, and school officials. The danger is that many are using personal 

email accounts instead of school accounts.   

Nearly 76% of teachers are engaging in email to communicate with 

student’s parents and 20% of teacher’s efforts to reach parents are coming 

from personal email accounts (Hotmail, Yahoo, Google, etc.) of which you 

have no easy access.   

45% of parents would categorize a conversation with a teacher as a 

disagreement and 35% with top officials as a disagreement.  

¶ A high school teacher was convicted on several accounts for sexually 
exploiting a group of female teenage students, persuading them to pose 
nude for photographs and then using an outside account to send the 
pictures to an Internet Web-site.  Although he faced up to 190 years in 
prison, the superintendent and district officials were sought after for 
negligence on behalf of improper hiring of staff.  

¶ A teacher was awarded $135,000 after being terminated for writing a 
letter to senators criticizing the new program implemented in her district.  
The lawsuit initiated after the district retaliated against her.  Memos from 
the Superintendent demanded all disciplinary actions and documents to be 
directed to him before any action occurred, deeming official ratification for 
any resulting behavior.  Therefore, the court held the Superintendent and 
assistant as personally liable for the inappropriate reprisal because of the 
fact that they were final policymakers in the discipline decision.    

Using personal email accounts to communicate exposes your educational 

system to boundless problems by providing another medium at which illegal 

and questionable situations can occur.  In addition to hiding potentially 

incriminating actions and evidence of unacceptable professional behavior, 

an outside account also increases the risk for inappropriate and illegal 

extraction of data from your institution. Any legal investigation will cost you 

and your employees, exposure of all your personal correspondence also. 

Suggested tools: 

MailMeter Insight reporting gives drill in reports for HR or administrators to 

oversee all email activities.  

How to Protect Yourself: 
 

- Develop a set of rules that 

outline what accounts are 

available to use for teacher-

parent correspondence and 

for what reasons. 

- Clearly state that no 

teacher-parent or any 

district communication must 

use the school email system. 

- Inform faculty and staff that 

any electronic document or 

correspondence sent over 

the school network does not 

hold any confidentiality. 

- Send out and educate 

parents and students on 

acceptable guidelines to 

follow for email 

correspondence. 

76% 
of teachers are 

engaging in email to 

communicate with 

student’s parents and 

20% of teacher’s 

efforts to reach 

parents are coming 

from personal email 

accounts.  
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7. Your teachers are ignoring emails from parents.  

51% of all K-12 students do not live with both natural parents. Your 

communication strategy must reach all vested parties in your student’s 

education and personal issues. 

Active parental involvement in is instrumental in having an effective school 

system, especially for developing and supporting a positive reputation and 

relationship with the community.  Making yourself and faculty present and 

accessible is essential in establishing an environment that supports the 

safety and educational development of children.  Now that parents and 

community members can have a voice through email communications, new 

demands and more attention must be given to email to ensure that parents 

never feel shut out or neglected. 

Over 30% of parents claim teachers are slow to respond to email inquiries 

while some are not responding at all.   

The set of emails questioning the treatment of a student and actions by one 

of your faculty might be going unseen, creating frustration and unanswered 

questions.   The same is true for correspondence with school officials - that 

those emails from a parent requesting further information about your 

teachers instructions, demanding answers to why their child is being 

harassed, or warning of their actions to seek outside legal advice if not 

contacted are all building up to serve as powerful evidence in cases against 

you and your district.   

¶ An email from parents of a seventh grader requesting their daughter be 
dismissed from an explicit discussion about sex was ignored by her 
teacher, prompting a protest by Liberty Counsel, national attention and the 
firing of a district faculty member.   

¶ The father of a student killed in a school massacre filed a lawsuit against 
the Dean and Supervisor accusing them of negligence for ignoring a 
complaint made early in the year regarding racial threats from members 
involved in the school clique that was responsible for the shooting.  

Suggested tools: 

The MailMeter Insight reporting option gives drill in reports for HR or 

administrators to oversee all email activities. It can show if emails are being 

ignored and response times to inquiries. 

 
  

How to Protect Yourself: 
 

- Determine and 

communicate policy 

standards for teacher and 

parent correspondence. 

- Set expectations for parents 

with respect to response 

times and fair management 

of classroom schedules. 

- Communicate new policy 

standards to teachers and 

the community so all fully 

understand appropriate 

means of contacting through 

email. 

- Only permit school division 

email accounts to be used in 

correspondence with 

parents and the community. 

- Monitor and measure timely 

responses through an 

archiving solution that offers 

receipts of sent and received 

messages. 

30% 
of parents claim that 

teachers take too long 

or don’t respond to 

email inquiries.  
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8. Half of your faculty and staff are oblivious to 

school policy and regulations. 

Efficiently regulated institutions call for open communication and 

understanding concerning expectations and repercussions of behavior.  

Faculty, administrators, students, parents, and officials must be informed of 

the protocol and regulations they are responsible for respecting.  Yet, over 

50% of teachers and parents lack an adequate awareness of school policies 

and regulations.   

Teachers are relying on email for 76% of correspondence with parents but 

over 50% of the teachers claim to have never been explained a policy 

regarding proper protocol and behavior for email communications.   

Additionally, 50% of ǘŜŀŎƘŜǊǎ ŘƻƴΩǘ ƪƴƻǿ ƻŦ ǘƘŜ ƭŜƎŀƭ ƻōƭƛƎŀǘƛƻƴǎ ƻŦ ȅƻǳǊ 

school district to archive records of email communications or if emails can 

be used as evidence in legal disputes.  Your staff is uneducated on how to 

use a powerful and possibly incriminating piece of communication 

technology that can cost your district its reputation and integrity. 

Considering how much is at risk with you and your district’s reputation and 

integrity, that lack of awareness is unsettling.  It is your role to make sure 

your faculty is fully aware and understands email protocol and the 

ramifications for not abiding by new regulations. 

In legal actions, “I didn’t know” is not a good answer. It opens you up to 

negligence and personal liability.  

 

 

Suggested tools: 

MailMeter Archive collects all emails sent or received by everyone in your 

organization. It offers a Compliance Review option to monitor acceptable usage 

– giving you insight into inappropriate behavior (jokes, ethnic slurs, 

discrimination, harassment, etc.), and dangerous words (gun, bomb, bullet, kill, 

etc.). The Insight reporting option gives drill in reports for HR or administrators 

to oversee all email activities. 

  

How to Protect Yourself: 
 

- Review current policy and 

regulations and make 

changes for better 

compliance and 

organization. 

- Coordinate training and 

information sessions with 

you faculty and educate 

them on expectations and 

consequences of your 

districts behavior standards 

and etiquette. 

- Use an archiving solution to 

measure compliance and 

understanding that faculty 

and staff are following policy 

standards. 

50% 
of parents and 

teachers lack an 

adequate awareness 

of school policies and 

regulations.  
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9. Youôre wasting money trying to forecast a legal 

budget to anticipate potential claims and litigation. 

How does your district budget for legal fees for claims, settlements, and 

other legal actions? 

Lack of adequate budgets and financing is a typical problem for educational 

institutions and stands in the way of continual educational growth and 

advancement.  Students are shortchanged with program cuts and teachers 

are dismissed because of the lack of funds. 

School budgets are supported and paid for by local taxes so the price of 

school litigation affects more than just teachers, students and faculty.  The 

entire community is directly impacted by means of rising taxes as litigation 

claims continue to increase and annual legal fees for small districts 

average $20,000 and exceed over $100,000 for larger districts. 

Too often, cases are settled outside of court due to the inconvenience and 

cost associated with tedious searching and discovery of influential materials. 

When costs to find the pertinent information surpasses the cost of a 

settlement, the obvious option is to settle, regardless if any error or 

accusation is valid.  

Electronic discovery and archiving systems allow schools to readily assess 

potential risk and liability for all kinds of matters. Not being able of quickly 

and defensibly find valuable electronic files cause an organization to endure 

increasing legal expenses and disclosure of unrelated documents. 

Having straightforward access to archives of email improves schools ability 

to defend itself and will reduce settlement costs and burdens. Rapid 

recovery and searching capabilities delivered by archiving solution 

dramatically shortens time and monetary fees reducing the need for an 

unmanageable legal budget. 

Suggested tools: 

MailMeter Investigate gives your IT and legal staff powerful searching into 

email records. In minutes you can zero in on the specific emails and respond to 

inquiries and if needed produce evidence in electronic format. 

  

Schools can justify the 

cost of an email 

archiving system just 

from the savings in 

legal fees for lawyers 

and paralegals in E-

discovery. 

How to Protect Yourself 
and Your School 

- Review your district’s 

previous budget spending 

on litigation and legal fines. 

- Determine a feasible 

amount of the educational 

budget that can be used to 

supplement IT software and 

eliminate costly legal fees. 

- Compare technology 

solutions that provide a 

suitable and affordable 

solution for email archiving 

that can help reduce the 

fees associated with legal 

search and discovery. 
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10. Conversations between you and other school 

officials can be made public in the media. 

Emails you and any official send or receive are public records.   

Not only can parents request information on behalf of FERPA and the 

Freedom of Information Act, but attorneys, media and other top officials are 

also allowed to view records of conversations and documents, many of 

which have gone on to become front page news.   

Many attorneys argue that an email exchange involving a quorum of Board 

members is subject to public disclosure.  

¶ In California, New Hampshire, New Mexico, and New York, emails between 
Board members have made front page headline news; one in which 198 
pages of email was released from a meeting in response to a newspaper 
request. 

¶ In a lawsuit against a Michigan school district, a flood of e-mails among 
district administrators, staff and school board members were obtained by 
Ann Arbor News through the Freedom of Information Act.  The chain of 
emails documented the Superintendents dealings with other school 
officials pertaining to the death of a student athlete due to dehydration.   

 

Even if you establish policies for your faculty to follow, how do you know 

if they are following them? 

Without proper analysis and monitoring of email, you cannot 

adequately protect your organization from unknowingly disseminating 

offensive or damaging information. 

 

Suggested tools: 

MailMeter Archive collects all emails sent or received by everyone in your 

organization. It offers a Compliance Review option to monitor acceptable usage 

– giving you insight into inappropriate behavior (jokes, ethnic slurs, 

discrimination, harassment, etc.), and dangerous words (gun, bomb, bullet, kill, 

etc.). The Insight reporting option gives drill in reports for HR or administrators 

to oversee all email activities to monitor employee activity and enforce 

policies. 

 
 

How to Protect Yourself: 
 

- Be proactive and develop a 

policy that clearly defines 

the role and usage of 

electronic correspondence. 

- Set clear guidelines and 

enforce standards on proper 

email etiquette and 

behavior. 

- Communicate to staff the 

lack of confidentiality that is 

involved with email 

correspondence and the 

exchange of electronic 

documents. 

- Establish an understanding 

with your district legal 

teams that regulates what 

type of information is 

allowed to be distributed to 

the public. 

- Monitor and regulate policy 

demands with active 

measurement and archiving 

of email messages. 

“Email is not confidential. 

Just assume every email 

you send will be read by 

your mother on the front 

page of tomorrow’s 

newspaper.” 
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Thank you for taking your time to get educated on how you can solve the 10 Most Dangerous Email Problems 
Superintendents face. 
 
We offer FREE white papers for teachers and faculty on educating them on their rights and exposures to using 
email. Go to www.MailMeter.com/education.  
 
FREE Email Sample Policy Kit – get a head start on creating your policies. 
 
 
Email your request to: marketing@WaterfordTechnologies.com 
 
 
 
Please feel free to contact us for a confidential discussion on how we can help you with your email management 
issues. We offer discounts and free evaluations for educational institutions. 
 
Waterford Technologies, Inc. 
Irvine, CA 
(949) 428-9300 
 
www.MailMeter.com 

http://www.mailmeter.com/education
mailto:marketing@WaterfordTechnologies.com

